Hpuioxkenue Ne2. UndgopmanuoHHasi NAMATKA I 00y4aIOMIUXCS JAJIS Pa3MelleHnsi Ha
opuunanbHbix MHTEpHET-pecypcax

C KaxIpIM TOZOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJBIIE, A IIKOJIBHUKH OIHU U3 CaMBIX
aKTHBHbIX Hojb3oBaTeneil Pynera. Mexay TeMmM, IIOMUMO OIpPOMHOIO  KOJHMYeCTBa
BO3MOJKHOCTEH, MHTEPHET HEeceT M MpoOieMbl. DTa maMsATKa JOJDKHA IOMOYb Tebe Oe30macHo
HaXOJUThCS B CETH.

Komnwvromepnuie supycul

KomnbloTepHblif BUpYyC — 3TO Pa3HOBUIHOCTh KOMIBIOTEPHBIX MPOTpamMM, OTIUYUTEIbHOMN
OCOOEHHOCTBIO KOTOpPOH SIBJISIETCS CHOCOOHOCTh K pa3MHOXKEHHMIO. B JoIoiHEeHHEe K 3ToMy,
BUPYChl MOTYT TIOBPEAMTh WJIM TIOJHOCTbIO YHUYTOXUTh Bce (ailibl U JaHHBIE,
MOJIKOHTPOJIbHBIE ~ TIOJIB30BATENIO, OT HKMEHM KOTOporo Oblla 3amylieHa 3apaxxEHHas
mporpamMma, a TakKe MOBPEIUTh WM JakKe YHUUYTOXKUThH OIEPAIMOHHYIO CHCTEMY CO BCEMHU
¢aiiamu B 11e510M. B O0JBIIMHCTBE Cily4aeB pacpOCTPaHSIOTCS BUPYCHI UYepPE3 UHTEPHET.

Mertoas! 3aIIUTHI OT BPEAOHOCHBIX IIPOIPAMM:

1. Hcnonb3yil coBpeMEHHBIE OINEPAMOHHBIE CUCTEMBI, UMEIOLINE CEPhE3HBIA YPOBEHb
3aIIUTHI OT BPEJOHOCHBIX ITPOrpamm;

2. IlocrosiHHO ycTaHaBiIMBai mnauTH (UM(POBBIE 3aljaTKU, KOTOPbIE aBTOMATUYECKU
YCTAQHABIMBAIOTCA C LENbI0 JOPaOTKH TPOTrpaMMbl) M JIpyrue OOHOBJIICHHS CBOEH
ornepauoHHoON cucteMbl. CKauMBail UX TOJIBKO C O(UIMATIBHOIO caifTa pa3paboTunka
OC. Ecnu cymecTByer pexuM aBTOMaTHYECKOI0 OOHOBIIEHHS], BKIIIOYH €T0;

3. Paboraif Ha cBOeM KOMIBIOTEpE I10]1 IpaBaMM IOJIb30BATEIIS, @ HE aJMUHUCTPATOPA.
OTO HE NO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX IPOrpaMM HHCTAJUIMPOBAThCS Ha
TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yll aHTUBUPYCHBIE IIPOrPaMMHBIE MPOIYKTHI MU3BECTHBIX MPOU3BOIUTENEH, C

aBTOMaTUYECKUM OOHOBJIEHHEM 0a3;

Orpannup pu3HUecKuil 10CTyN K KOMIIbIOTEPY JUIsl IOCTOPOHHUX JIMIL;

6. Vcnonb3yit BHEIIHNE HOCUTENN UH(pOpPMAlNH, TAKUE KaK (uIelIka, TUCK Win (ailn u3
MHTEpPHETA, TOJIBKO U3 MPO(EPEeHHBIX HCTOUHUKOB;

7. He oTkppIBail KOMIbIOTEpHbIE (ailyibl, MOJyYEHHbIE M3 HEHAIEKHBIX HCTOYHUKOB.
Jaxe Te @ailnbl, KOTOpble HpHcHal TBOW 3HAKOMBIM. Jlydiie yTouHu y Hero,
OTIIPABIISI JIU OH TeOe HX.

o

Cemu WI-FI

Wi-Fi - 510 He Buj nepenavu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIHUIIbL Opena, mapka. Eme B 1991
rofy HHJepiaHAcKas KommaHus 3apeructpupoBana Opern «WECA», uto o0003Hadano
cnoBocoueranue «Wireless Fidelity», koTopblii mepeBoanTCst Kak «OeCIPOBOIHASI TOYHOCTHY.

Jlo mHamero BpeMmeHM Jounula JApyras abOpeBuaTypa, KoTopas SBISETCS TaKoH ke
TexHonoruei. Oto adbopesuatypa «Wi-Fi». Takoe Ha3BaHHe ObLJIO TaHO C HAMEKOM Ha CTaHIApT
BBICIIINI 3ByKOBOW TexHUKU Hi-Fi, 4To B mepeBojie 03HaYaeT «BHICOKAsi TOUHOCTHY.

I[a, OcCIIaTHBIN HHTCPHCT-AOCTYII B Ka(be, OTCIIIX W a3pOoIopTax ABJIACTCA OTJIUYHOMN
BO3MOXXHOCTBIO BbIXOJla B MHTCPHET. Ho muorme OKCIICPThI CYHUTAIOT, YTO O6H.[€HOCTYHHI)IG Wi-

Fi cetu He aBisroTCs 6E30IIACHBIMU.

Cosersl 110 Oe30nacHOCTH padote B obmenoctynHbix cersix Wi-fi:
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1. He mepenmamaii cBoro nuuHyto uH(popmanuio uepe3 odmemoctymabie Wi-Fi cern.
Paborass B HuUX, >KEeNIaTenbHO HE BBOAMTH IMAPOJH JOCTYIA, JIOTUHBI M KaKUE-TO
HOMEDA;

2. Hcnonb3yit 1 OOHOBIISI aHTUBHUPYCHBIE MPOrpaMMbl U Opanamayep. Tem cambIM ThI
o0e3omacuIb ce0s OT 3aKauKu BHpPYyca Ha TBOE YCTPOHCTBO;

3. Ilpu wucnonp3oBanun Wi-Fi orkmoun ¢yskumio «OOmmit noctyn k daitiam u
npuHTepam». JlaHHas QYHKIMS 3aKpeiTa MO YMOJYAHUIO, OJHAKO HEKOTOPHIC
M0JIH30BATENIN aKTUBUPYIOT €€ ISl y00CTBa HCIIONB30BaHMs B paboTe nin yueode;

4. He ucnons3yit nmyomuunasidi WI-FI nius nmepegaum nUYHBIX JTaHHBIX, HApUMEp IS
BBIX0/Ia B COIMAIIbHBIC CETH WJIH B AJICKTPOHHYIO MOUTY;

5. Hmnonp3yit TosbKO 3antuiieHHoe coeauHenue depes HTTPS, a e HTTP, T.e. pu
Habope BeO-aapeca BBOAM uMeHHO «https://»;

6. B MoOunpHOM Tenepone orkaroun  GyHkuuio  «I[lomkmrouenne k- Wi-Fi
apTomMatuueckn». He gomyckaii aBTOMaTH4E€CKOTO MOJKIOYEHNS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBOCTO cornacus.

Couuaﬂbele cemu

CoupanpHple CeTH aKTUBHO BXOJAT B HAIly JKW3Hb, MHOTHE JOIM PabOTAIOT M KUBYT TaMm
nocrosinHo, a B Facebook yxe 3apermcTpupoBaH MWUIMAp] 4YeENOBEK, YTO SIBJISETCS OIHOM
CeIbMOIi BCeX JKHUTENeH IUIaHeThl. MHOTME MONb30BaTe/d HE IMOHHMAKOT, 4TO HH(pOpMaIWs,
pasMClICHHad UMU B COLUMAJIBHBIX CCTAX, MOKCT OBLITH HaﬁILCHa 1 HCIIOJIb30BaHa KEM YIOJHO, B
TOM YHCJIE He 00S3aTENIbHO C OIarMMH HAMEPEHHUSIMHL.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B COLIMATIBHBIX CETAX:

1. Orpannup cnmcok npy3eil. Y TeOs B JApY3bsAX HE JODKHO OBITh CIyYalHBIX WU
HE3HAKOMBIX JIFO/ICH;

2. 3ammmiaii CBOKO YacTHYIO JXKu3Hb. He ykaswiBail mapomu, TenedoHsbl, aapeca, Aary
TBOEr0 POXKACHUA U JPYTYI0 JHYHYIO HHGOpMAIUIO. 3IOYMBIIIICHHUKH MOTYT
WCIIOJIb30BaTh Jake WH(GOPMAIMIO O TOM, KaK Thl U TBOW POJIUTENH TUIAaHUpPYETE
MIPOBECTU KAHUKYJIbL;

3. 3ammimai cBOIO pemyTaIyio - IeP>KU € B YMCTOTE U 3a/1aBail ce0e BOTIPOC: XOTEI Obl
ThI, 4YTOOBI JPyrUe€ MOJH30BATEIN BUJENH, UYTO Thl 3arpyxaems? Ilogymait, mpexae
YEeM YTO-TO OMYOJIMKOBATh, HAMMMCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPHUIIB C JIFOJbMHU, KOTOPBIX HE 3HaCIlb, HE UCIOIb3yi CBOE peaibHOE
UM U JIpYTYIO JIMYHYIO HWH(OpMAIMU: WUMS, MECTO >KHTEIbCTBA, MECTO y4deObl U
poyee;

5. HzGerait pazmemenus gororpaduii B IHTepHETE, TIe ThI M300paK€H Ha MECTHOCTH,
10 KOTOPOU MOYHO OIPENETUTh TBOE MECTOIOIOKEHUE;

6. Ilpu perucrpanuu B CONMAIBHON CETH HEOOXOIMMO HCITOJIb30BAThH CJIOKHBIC ITAPOIIH,
cocrosiye U3 OykB U QP U C KOTUIECTBOM 3HAKOB HE MeHee 8,

7. Jlna conuanbHOM CETH, TTOYTHI M JAPYTHX CaWTOB HEOOXOIMMO HCIIOJIB30BATh Pa3HbIE
naponu. Toraa ecnu Te0si B3IOMAOT, TO 3I0YMBIIUICHHUKH TMOJyYaT JOCTYI TOJIBKO
K OJIHOMY MECTY, a HE BO BCE cpasy.

DnekmpoHnHble OeHbeu

ONEeKTPOHHbIE JEHbIM — O3TO OYeHb YJIOOHBIH cHoco0 IuIaTeXel, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JIEHBIH.

SHCKTpOHHLIC JACHBI'n TIIOABUJIMCH COBCEM HCAAaBHO MW HMMCHHO H3-3a 3TOI'O BO MHOTHUX
TrocyaapCTBax 0 CHUX IMOP HE IMPOITHUCAHO PO HUX B 3aKOHAX.
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B Poccun ke oHM (D)yHKIMOHHMPYIOT U O HUX YK€ MPOIMCAHO B 3aKOHE, IJIe UX pa3lelsfioT Ha
HECKOJIbKO BHJIOB — aHOHHMHBIE M HE aHOHUMHBbIC. PasHHMIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaeTcss IPOBOAWUTH Olepanuu 0e3 HASHTHU(UKAMK [ONb30BaTeNsd, a B
HEaHOHMMHBIX HJCHTU(HUKALUY TOJIb30BaTeNs SIBIsETCA 00513aTEIbHOM.

Taxxke cnemyeT pas3nuyarh dJIEKTpOHHbIE (UATHBIE JACHBIH (paBHBI TOCYAapCTBEHHBIM
BaJIFOTaM) U 3JIEKTPOHHBIC HEPHUATHBIC IEHBTU (HE PABHBI TOCYIAPCTBEHHBIM BATIOTAM).

OCHOBHBIE COBETHI 110 0€301acHOI paboTe C INEKTPOHHBIMH JICHbIAMU:

1. TlpuBsoku K cueTy MOOWMIIBHBIN TenedoH. DTO caMmblii yIOOHBIH W OBICTpPBIN CIIOCO0
BOCCTaHOBHUTH JOCTYI K cdery. IIpuBsi3aHHBIN TenedoH MOMOXKET, eciiu 3a0yaemib
CBOH IUIATEKHBIN MapoJIb WU 3aiIEIIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. HWcnone3yii omHOopazoBble maponu. [locie mepexoma Ha YCHICHHYIO aBTOPH3AIUIO
Tebe yxe He OyIeT yrpokKaTh OMacHOCTh KPayKu WIIM IiepexBara IUIaTeKHOTro HapoJis;

3. Beibepu cnoxsbii maponb. [IpecrynmHukam OyneT HE MPOCTO yrajaTh CIIOKHBIA
naposib. HageskHble maponn — 3To HapoJid, KOTOPBIE COepKaT HE MeHee 8 3HAKOB U
BKJIFOYAIOT B Ce0sl CTPOYHBIE M MPOMHUCHBIE OYKBBI, TU(PHI U HECKOJIBKO CHUMBOJIOB,
TaKKMe Kak 3HaK J0Jutapa, QyHTa, BOCKIMIATENbHBIN 3HaK U T.11. Hanpumep, $tRONg!;;

4. He BBOIM CBOM JINYHBIC JAHHBIC HA CaliTaX, KOTOPHIM HE I0BEPSIEIIIb.

QJZQKWIPOHHCUI nouma

DJNIEKTpOHHAsT MMOYTa — 3TO TEXHOJOTHUS W TMPEJOCTABIISIEMbIE €0 YCIyTd IO MEPEChUIKE U
MOJyUYEHUIO JJIEKTPOHHBIX COOOIIEHHM, KOTOpBIE pACIPENesIIOTCs B KOMIIBIOTEPHOW CETH.
OO6bI4HO AIEKTPOHHBIN MMOYTOBBII SIIAK BBITJISI AT CIEAYIOIIUM obpazom:

UMs_I0JIb30BATENIA(@UMS_JIOMeHa. Takxke KpoMme Iepeladyd IPOCTOr0 TEeKCTa, HMEETCs
BO3MOXXHOCTb TIepe/1aBaTh (pauibl.

OCHOBHBIE COBETHI 10 O€30MacHO padboTe C IEKTPOHHON TTOUTOM:

1. Hano BbIOpaTh NpaBUIIBHBIN MOYTOBBINA CepBHC. B MHTepHETE €CTh OIPOMHBIN BBIOOD
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIy4llle JOBEPATh TEM, KOTO 3HACIIb U KTO
IIEPBBIN B PEUTHHTE;

2. He yxaspiBaii B mUHON mouTe JM4HYO HMH(popMarmro. Hanpumep, sydine BrIOpaTh
«My3BIKaJIBHBIN _(aHaT@» wim «pok2013» BMecTo «remal3y;

3. Hcmonp3yii IBYXdTaIHYIO0 aBTOPH3AIMIO. JTO KOTa MOMHMO apoJisi Hy)KHO BBOJIUTH
KOJI, IpHChbUTaeMblii o SMS;

4. BpiOepu cnoXHBIA Mapoib. (s KaXJ0ro MOYTOBOIO SIIMKA JOJKEH ObITh CBOM
HaJCKHBIN, YCTONYMBBIN K B3JIOMY I1apOJlb;

5. Eciu ectb BO3MOXXHOCTh HAIlMCaTh CaMOMY CBOM JIMUHBIA BOIIPOC, WCIIONB3YH 3TY
BO3MOXKHOCTb;

6. Mcnonp3yit HECKOJNBKO TOYTOBBIX SIIMKOB. [lepBBI T YaCTHOH IEPETUCKU C
aapecaTaMH, KOTOPbIM Tbl JIOBEPSCIIb. OJTO JJIEKTPOHHBIM aJpec HE HaJIo
HCIOJIb30BaTh MPHU perucTpaluu Ha Gpopymax u cairax;

7. He otkpbiBaii (aitnbl U Apyrue BIOXKEHHUS B MUCbMAax JaXe €CIM OHHM MPHUILIH OT
TBOMX Apy3el. JIyunie yTouHM y HUX, OTIPABIISUIN JIM OHU TeOe 3TU (ailibl;

8. Tlocne okoHuaHHWsT PabOTHl HA TOYTOBOM CEpBHCE IEpe]l 3aKPbITUEM BKIAIKU C
caiitoM He 3a0y/1b HaXXaTh Ha «BBIATIY.
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Kubepbynnune unu supmyanvroe uzoesamenbcmeo

KubepOymHr — mpecieqoBaHue COOOIICHHSIMH, COACPKAIMMHU OCKOPOJICHHS, arpeccHio,
3allyTMBaHUE; XYJIWTAaHCTBO; COLMAIBHOE OOMKOTHPOBAHHE C IOMOIIBIO PAa3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 10 00pHOE ¢ KNOEPOYIUTMHIOM:

1. He Opocaiics B 60#. Jlyummuii croco0: MOCcOBETOBAThCS Kak ce0si BECTH U, €CJIM HET

TOr0, K KOMYy MOXHO OOpaTHThCS, TO BHayaje YCIOKOUTHhCA. EcCIM Thl HauHeNIb

OTBeYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHHS, TO TOJBKO €Ile OOJIbIIe pPa30AOKEIIh

KOH(IHKT;

VYrpasisaii cBoeit kKnbeppenyTaimei;

3. AHOHUMHOCTH B ceTH MHHMas. CyIIecTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 3a
AQHOHHMMHBIM aKKayHTOM;

4. He crouT BecTH XyJUTaHCKUI 00pa3 BUPTyaIbHOU kHU3HU. IHTEpHET PUKCHPYET BCe

TBOM JICUCTBUS U COXpAHsIET UX. Y AaNUTh UX OyAeT KpailHe 3aTpyJHUTEIHHO;

Coburoaii cBOM BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii eauHuyHblii HeratuB. OJHOPa30BbIE OCKOPOUTENBbHBIE  COOOIICHUS
Jyu1ie urHoprpoarb. OOBIUHO arpeccus NPeKpallaeTcss Ha Ha4yalbHOM CTaauu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIIEHUSIMH, B COILIMATIbHBIX
CeTSIX €CTb BO3MOXKHOCTb OJIOKHPOBKHM OTIPAaBKU COOOILEHUI € OINpeneaeHHbIX
aJIpecoB;

8. Ecmu T1B1 cBugerens kubOepOyimmura. TBom JAEHCTBHA: BBICTYNIUTH IPOTHB
nmpecienoBaTens, MOKa3aTb €My, YTO €ro JCWCTBUS OILICHHWBAIOTCA HEraTUBHO,
NoJIepkKaTh KEPTBY, KOTOPOM HY’)KHA IICUXOJOrMYecKass IOMOIb, COOOIIMUTH
B3pPOCIIBIM O (paKTEe arpecCUBHOTO MOBE/ICHUS B CETH.

no

o

Mobunvuwiti meneghon

CoBpeMeHHbIe cMapT(HOHBI U IUIAHIIETHI COJIEpkKAT B cebe BIIOJNIHE B3pOCHbIM (DYHKIHMOHAN, U
TeNepb OHM MOTYT KOHKYPHpPOBaTb CO CTAallMOHApHBIMH KoMmbloTepamu. OpHAKO, CpeacTB
3alIUTHI JUIA MOAOOHBIX YCTPOWMCTB MOKa OY€Hb Mayo. TecTUpoBaHHE U MOMUCK YSI3BUMOCTEH B
HUX TPOMCXOJUT HE Tak MHTeHCUuBHO, kak s IIK, To ke camoe kacaercs W MOOMIIBHBIX
MIPUIOKEHUM.

CoBpeMeHHbIe MOOHITEHBIE Opay3ephl YK€ MPAaKTUYECKH JOTHAN HACTOJBHBIE aHAJOTH, OJHAKO
pacumpenne  (QyHKIMOHANIA BIEYeT 3a Cco00Ml  OOJNIBIIYIO  CIIOKHOCTH H  MEHBIIYIO
3aIUIIEHHOCTb.

Jlaneko He BCe TMPOU3BOAUTENN BBITYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIIUE KPUTHUECKUE
YSA3BUMOCTH JIJI1 CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI /7151 0€30MaCHOCTH MOOMIILHOTO TeneoHa:
1. Hwuuero He sBNsieTcs Mo-HAcTosIeMy OecryiaTHBIM. Byab ocTopokeH, Beb Korja
TeOe mpemnaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKWe-TO
IUTaTHBIE YCITYTH;
2. Jlywmaii, mpexxae dem otnpaButh SMS, ¢oto nim Bumeo. Tol TOUHO 3HAEIIb, T/I€ OHH
OyayT B KOHEYHOM UTOTE?
Heobxoammo 0OHOBIISITH ONIEPAIIMOHHYIO CHCTEMY TBOETO cMapT(hoHa;
Hcnonb3yil aHTUBHPYCHBIE POTPaMMBbI /17151 MOOWJIBHBIX TeJIe(POHOB;

»ow
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5. He 3arpyxaii mpuIo>KeHUs! OT HEN3BECTHOTO MCTOYHMKA, BEJb OHM MOTYT COZEPKaTh
BPEIOHOCHOE MPOrpaMMHOE 00eCTICUeHNE;

6. Ilocnme TOro Kaxk ThI BBIMJICHIb C CaiiTa, TI€ BBOJMII JIMUHYIO HH(MOPMAIHIO, 3ai11 B

HACTPOKKHU Opay3epa u yaaiau COOKies;

[leproamuecku npoBepsiii KaKKe IIaTHBIE YCIYTH aKTUBHPOBAHBI HA TBOEM HOMEE;

8. Hagaii cBOil HOMEp MOOHIILHOTO Teie(oHa TONBKO JIOASM, KOTOPBIX ThI 3HACUIb U
KOMY JIOBEpSICIIIb;

9. Bluetooth momkeH OBITH BBIKIIFOYEH, KOTJa Thl UM HE Mojb3yemibcs. He 3a0biBaii
MHOT 1A IPOBEPSITH 3TO.

~

Online uepot

CoBpeMEHHBIE  OHJIAMH-UIPBI  —  3TO  KPACOYHBIC,  3aXBATbIBAIOIIME  Pa3BICYCHUS,
00OBEUHAIONIME COTHU THICSY YEJIOBEK 10 BCEMY MUpy. Mrpoku uccienyroT NaHHBIH UM MHp,
00IIaI0TCS APYTr € APYrOM, BBIIOJHSIOT 33/1aHUsl, CPAKAIOTCSI C MOHCTPAMM M IOJIYYarOT OIIBIT.
3a yJIOBOJIBCTBUE OHHU IUIATAT: MOKYMNAIOT AMCK, OIUIAYMBAIOT a0OHEMEHT WJIM IPHOOpPETaoT
KaKue-TO OILUH.

Bce aTn cpeactBa uayT Ha mojAepiKaHWE W PA3BUTHE UTPHI, a TAaKKe Ha caMmy O€30MacHOCTb:
COBEPIIICHCTBYIOTCSI CHCTEMBI aBTOPH3AIMH, BBIITYCKAIOTCS HOBBIC MaTdd (MHQPPOBBIC 3aILIaTKU
JUTSI IPOTPaMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HO,Z[O6HI>IX HUrpax CTOUT OIIaCaTbCA HC CTOJIBKO CBOUX COIICPHHKOB, CKOJIBKO Kpa’Xu TBOCIO
napoJsa, Ha KOTOpOM OCHOBAaHa CUCTEMaA aBTOpU3allun OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 0 0€30MaCHOCTH TBOET'O UTPOBOT0 AKKAYHTA:
1. Ecnu npyroif urpok Bezaer ce0s II0X0 WM CO3/1aeT Tebe HeMPUATHOCTH, 3a0I0KUpYit
€ro B CIIMCKE UTPOKOB;
2. Tloxamyiics aAMHUHUCTpaTOpaM Wrpbl Ha IUIOXO€ TIOBEJAEHHE JTOTO HIPOKa,
JKEJIaTeNIbHO MPUIIOKUTH KaKHe-TO JI0Ka3aTesIbCTBA B BUE CKPUHOB;
He yka3biBaii nMuHyro HHGOpMaLuio B mpodaiiie urpsl;
VYBakail Ipyrux y4aCTHUKOB IO UTPE;
He ycranaBnuBaili HeopuIMaNbHbIE TATYU U MOJIBI;
Hcrnonb3yii Cl10KHBIE U pa3HbIE MTAPOJIH;
Jlaxxe BO BpeMsl WUIpbl HE CTOMT OTKJIIOUaTh aHTUBHpYC. [loka ThlI urpaems, TBON
KOMIIBIOTEP MOTYT 3apa3uTh.

No ok w

Duwiune unu Kpaosica TU4YHblX OaHHbBIX

OOBIYHOM Kpakel JeHer W JOKYMEHTOB CEroJHsl YK€ HUKOro He yauBHfillb, HO ¢ pa3BUTHEM
UHTEPHET-TEXHOJIOTUN  3JIOYMBILUICHHUKN IEPEMECTHWIINCh B HHTEPHET, WU  IPOAOJKAIOT
3aHUMATBCS «IFOOUMBIMY JIETIOM.

Tak mosBHIach HOBas yrpo3a: HWHTEPHET-MOIICHHUYECTBA WJIM (UINUHT, TJIaBHAs IIeJb
KOTOPOTO COCTOUT B TIOJyYSHWH KOH(UACHIMAIBHBIX JaHHBIX IOJb30BaTElIe — JIOTUHOB M
naposeii. Ha anrnmiickom si3eike phishing uutaercs kak ¢ummuar (ot fishing — peiOHast 0B,
password — mapoib).

OcHOBHBIE COBETHI 110 00pBOE ¢ PUITHMHTOM:
1. Caemu 3a cBouM akkayHTOM. Eciam Thl momo3peBaemib, 4TO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATH €€ W COOOMIMTh aJIMUHHCTpATOpam
pecypca 00 3TOM Kak MOKHO CKOpEE;
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2. Ucnone3yii Oe3omacHble BeO-CaiThl, B TOM UHWCJIE, HMHTEPHET-Mara3uHoB |
ITOMCKOBBIX CHCTEM;

3. MHcmonp3yii cioKHBIE W pa3HbIe Mapoiu. Takum oOpazoM, eciii TeOs B3JIOMAIOT, TO
3JIOYMBINIICHHUKH TIOTYyYaT JOCTYI TOJBKO K OJJHOMY TBOEMY MPO(]HITIO B CETH, a HE
KO BCEM;

4. Eciu TeOst B3JIOMaIM, TO HEOOXOAUMO MPEIYNpPEeIuTh BCEX CBOMX 3HAKOMBIX,
KOTOpBbIE 100aBJIeHBI Y TeOS B JIPY3bsAX, O TOM, UYTO Te€Os B3JIOMaIM M, BO3MOXKHO, OT
TBOETO MMEHHU OYJIET PacChUIAThCS CIIaM U CCHUIKU Ha (DUITUHTOBBIC CAMTHI;

5. VYcranosu Hagexusii maposib (PIN) Ha MOOMIBHBIN TeaedoH;
6. Otkimoun coxpaHeHue napois B Opaysepe;
7. He otkpbiBaii ¢aiinbl U JIpyrue BIOKEHHS B MHCbMAax Ja)K€ €CIM OHU MPUILUIU OT
TBOMX Jipy3eil. Jlydilie yTOUHN y HUX, OTTIPABIISIIN JIH OHU TeOe 3TU (aiiibl.
Lughposas penymayus

[MudpoBas pemyranusi - 3TO HEraTMBHAas WM TMO3UTHMBHAas uHpopMamus B cetu o Tebe.
Komnpowmerupyromass nHbOpMaIus pa3MelIeHHass B WHTCPHETE MOXET CEpPhe3HBIM 00pazom
OTpa3uThCs Ha TBOEW peanbHOU xu3HHU. «LludpoBas pemyTtanus» - 3TO TBOH HUMHIK, KOTOPBIH
dopmupyercs u3 uHGOpMau 0 TeOC B UHTCPHETE.

TBoe MecTo XHUTENbCTBA, y4eObl, TBOE (DMHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KMX — BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue NOAPOCTKU JIETKOMBICIEHHO OTHOCATCS K IyOJMKalMW JIMYHOM HHpOpMaluu B
WuTepHeTe, HE MOHMMAasi BO3MOXKHBIX HOCeACTBUN. Thl Aake HE CMOXEIIb JOTaJaThCs O TOM,
yto (oTorpadusi, pa3MenIeHHas S et HazaJ, cTaja MPUYHNHON 0TKa3a NPUHATH TeOs Ha paldoTy.

KommenTapun, pazmemienne TBoux Gortorpaduii ¥ Ipyrue ISUCTBUS MOTYT HE HCUE3HYTh JaKe
1ocJIe TOTO, KaK Thl MX yJIanuiib. Thl HE 3Haelllb, KTO COXpPaHWJ 3Ty MHGOPMALUIO, IMonajia Ju
OHa B IIOMCKOBBIE CHUCTEMbl M COXpPAaHWIACh JM OHA, a IJIABHOE: YTO MOAYyMarwT O Tebe
OKpY’Kalolllee JIIOJIU, KOTOpble HaWIyT M YBHUIAT 3To. HailTu mHQpOpManuio MHOro JeT CIoycTs
CMOJKET JI000M — Kak W3 J0OphIX MOOYXKIEeHUH, TaK U C HaMEpPEHHWEM IPUYMHUTH Bped. DTO
MOYET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3alUTE HUPPOBOI pemyTaluu:
1. Tlomymaii, mpexxae yeM 4TO-TO MyOJMKOBaTh M IepelaBaTh y ceds B Osiore WiaM B
COIIMAJIbHOM CETH;
2. B HacTpoiikax npoQuis yCTaHOBH OTpaHHUYEHHS Ha MTPOCMOTP TBOETO MPOQHIIS U €ro
COZIEPKUMOTr0, CIENAN €0 TONBKO IS IPY3En»;
3. He pa3memnraii u He yka3bIBail HH()OPMAIIUIO, KOTOPAst MOKET KOTO-THO0 OCKOPOJISITH
WA OOMXKaTh.

Aemopckoe npago

CoBpeMeHHbIE HIKOJBHUKH— AaKTHBHBIE I0JIb30BaTeNd LUGpPOBOro mnpoctpancTBa. OmHAKO
JTAJIeKO HE BCE 3HAIOT, YTO MOJIb30BAaHME MHOTHMMH BO3MOXKHOCTSIMHM ITM(GPOBOrO Mupa Tpedyer
COOJTIO/ICHHUS TIPAB Ha MHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMUH  «MHTEIVIEKTyalbHass  COOCTBEHHOCTb» OTHOCUTCS K  Pa3IM4HBIM  TBOPEHUSIM
YeJIOBEYECKOr0 yYMa, HauMHas C HOBBIX M300pETeHUH U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TMPOAYKTHI M YCIYyrd , W 3aKaHyMBasg KHUTamHd, ¢ororpadusiMu, KUHODUIBMAMHU H
MY3bIKaJIbHBIMU MTPOU3BEICHUSIMH.
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ABTOpCKHE TpaBa — 3TO MPaBa Ha MHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHUS HAYKH,
JUTEpPaTypsl U MCKycCcTBAa. ABTOPCKME IpaBa BBICTYNAOT B KadyeCTBE TIAPaHTHH TOrO, YTO
UHTEJUICKTYaIbHBIA/TBOPUECKUI TPyl aBTopa He OyAeT HampacHBIM, JAacT €My CIIpPaBeJIMBbIC
BO3MOXHOCTH 3apa0oTaTh Ha pe3yJbTaTaX CBOEro TPyZAad, MOJYUYUTh HW3BECTHOCTb M IPU3HAHME.
Hukro 0e3 paspelieHusi aBTopa HE MOYKET BOCIHPOM3BOAUTBH €0 MPOU3BEACHUE, PaCIpPOCTPaHSITh,
nyOJIMYHO JI€eMOHCTPUPOBaTh, IPOJaBaTh, HMIIOPTHPOBATH, IIyCKaTh B IPOKAT, IyOIUYHO
UCTIOJIHSATH, TOKA3bIBAaTh/UCIIONHATE B 3(hupe minu pazmemars B MHTepHere.

Wcnonp3oBanue «(IHAPATCKOro» MmporpaMMHOIO 00ecreUeHUsT MOXKET MMPUBCCTU K MHOTUM PUCKAM!
OT IIOTCPU JAHHBIX K TBOMM aKKayHTaM 0 6J'IOKI/Ip0BKI/I TBOCTO YCTpOﬁCTBa, rac YCTaHOBHeHHBIﬁ
HC JICraJibHas IIporpamMma. He crour Ttakxke 3216BIBaTB, 4TO CYWCCTBYCT JICTAJIBHBIC U
OecruiaTHEIE IMporpaMmabl, KOTOPbIC MOKHO HalTH B CCTH.

O nopmarne

CereBUYOK.pd — TBOH TIABHBIM COBETYMK B CETH. 31€Ch Thl MOXEIIb y3HATH O OE30IacCHOCTH
B CETH MOHATHBIM W JIOCTYIHBIM S3bIKOM, & IPU BO3HMKHOBEHHWH KPUTHYECKOW CHUTYyaIHH
00paTUThCS 3a COBETOM. A TakKe MPHUHATh yYacTHEe B KOHKYpPCaxX M CTaTh CAMBIM IH(PPOBBIM
rpak1aHuHOM!
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